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Abstract—Physical Layer Security (PLS) is widely
recognized as a promising approach to secure wireless
communications through the exploitation of the physical
properties of the wireless channel. However, until today, PLS
has mostly been a concept from information theory without
practical implementations. In this paper, we present an actual
implementation of PLS in a wireless network. We achieved this
by leveraging the flexibility and control granularity offered by
the relatively new concept of spectrum programming, by which
we were able to control and degrade the quality of the
eavesdropper’s channel by virtually manipulating the
connectivity of the legitimate station. The key feature of our
design is that we make intelligent use of the architecture of a
wireless network instead of trying to control every link
individually on the physical layer. The PLS implementation is
built using off-the-shelf hardware and open-source software
which makes it cost-effective and easy to replicate.
Keywords—Mobile and wireless security, physical layer
security, wireless systems security

I. INTRODUCTION
We are often reliant on wireless communication
technologies to exchange personal and sometimes confidential
data. The broadcasting nature of the wireless medium makes
exposure to eavesdroppers a potential threat. So far, this threat
has mostly been mitigated by encrypting the wireless link and
the information transmitted. Such solutions assume that
eavesdroppers lack the computational resources and
knowledge of the network parameters to break the encryption.
While this assumption is still applicable in many scenarios, the
capabilities to decode intercepted traffic given sufficient time
are rapidly becoming more potent. In addition, many new
devices on the market have limited resources and cannot
support resource-intensive cryptographic solutions [1].
Physical Layer Security (PLS) [2] has been widely
recognized as a complementary and sometimes alternative
approach to encryption. PLS limits the amount of information
that can be intercepted by an eavesdropper at the bit level by
making it impossible for them to decode any data and thus, if
executed well, can provide perfect secrecy. For that, PLS takes
advantage of the imperfections of the communication channel
due to its inherent randomness and the presence of noise. It
achieves secrecy by improving the quality of the channel at
the legitimate station while degrading the quality of the
channel at the eavesdropper.
Several techniques have been proposed in the literature to
implement PLS, falling in the categories of channel coding,
channel control and power control. Channel coding techniques
introduce robust coding schemes and randomization in the
transmitted signal making it difficult for eavesdroppers to
decode the intercepted signal [3, 4]. Channel control focuses
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on manipulating the radio channel parameter and monitoring
the channel to detect the presence of eavesdroppers [5, 6].
Power control techniques try to control the power and
direction of the signal transmitted to increase the capacity at
the legitimate station and degrade the capacity at the
eavesdropper [7], for instance by using multiple antennas [8].
So far, these techniques remain limited to the information
theory domain, without practical implementations. More
importantly, they are all based on a link-level design approach,
focusing on the individual wireless connections between
sender and receiver. And, apparently, it is rather difficult to
realize PLS techniques in this way, particularly if they need to
be replicable and extendable for future research and
applications. A good example (and, to our knowledge, the
closest anybody has got to an actual implementation of PLS)
is the work presented in [9] where the author proposed an
implementation of two PLS techniques, namely PhaseEnciphered Alamouti Coding (PEAC) and Artificial Noise
[10]. Both implementations are based on GNU Radio, an
open-source, low level Software Defined Radio (SDR)
development toolkit designed for experimental work. The
resulting testbed is very complex though, as well as difficult
to replicate and even to validate [9]. Besides, the
implementation is only applicable to a situation where the
Shannon capacity of the eavesdropper is exactly half the
Shannon capacity of the benign station.
In this paper we demonstrate that it is much easier to
realize PLS, using off-the-shelf equipment, by tackling the
problem at the network-level instead of the link-level. For this
we make use of a relatively novel technique called spectrum
programming [11], which enables centralized and finegrained management and control of wireless networks. After
briefly describing the threat model, we present our PLS
technique in section III. Then we describe our Proof-ofConcept (PoC) implementation and provide a simple but
effective experimental validation. We then discuss the
modelling and experimentation efforts we are currently
undertaking to solidify the work, and finish with conclusions.
II. THREAT MODEL
Here, we take Wi-Fi networks as an example. However,
the concept can easily be generalized to other wireless and
mobile networks. We first consider the classic system model
as shown in Fig. 1: a legitimate station STAm receiving
information from the Access Point APn, while eavesdropped
by STAe. PLS can, in theory, be achieved when the Shannon
capacity of STAe is smaller than the Shannon capacity of
STAm (under a range of conditions as laid out in [2]). For now,
we assume that traffic to be secured only goes downstream,
i.e., from APn to STAm. This is reasonable for situations where
confidential information is provided by servers in the network

and is only offered for consumption to client devices. If we
then assume that the STAe has similar physical layer
capabilities as STAm, PLS can be achieved when STAm is
closer to the AP than the STAe. The STAe may be a passive
eavesdropper. There may me multiple STAe’s, but we assume
that they do not collaborate.

1.
2.
3.

STAm is trying to connect to the network in the presence
of STAe, and is requesting data.
The algorithm selects all APs that provide the lowest Cn,e.
Of those APs, the algorithm selects the AP for which
STAm receives the strongest Cn,m (highest SINR).

Fig. 1. Classic system model for PLS a station STAe trying to eavesdrop on
the traffic sent to benign station STAm.

III. NETWORK-LEVEL PLS
While designing their solutions for achieving PLS, all
link-level researchers so far assumed that the APn is at a fixed
position, i.e., it cannot be moved. This seems reasonable as
access points generally do not move. But if we would assume
they can, PLS can be achieved by just placing the APn at a
position where STAm can still decode the signal, but STAe
cannot. Here, we do not propose to physically move APs (as
this is not practical) but, instead, move them virtually. This
can be achieved by assuming the presence of a network with
not just one AP but many APs to which an STAm could
possibly connect. Such network could, for instance, be an
enterprise network or a centrally managed consumer network
e.g. in apartment blocks [12].
To which AP the STAm connects is decided and executed
by a central controller with up-to-date global knowledge of the
network, including channel state information for STAm as well
as STAe (about which later), as well as fine-grained control
capability of the APs. Spectrum programming architectures
offer such capability [11]. Spectrum programming makes OSI
layer-2 and layer-1 settings in APs programmable by means
of open APIs southbound and northbound of a central
controller. It can be seen as an extension of Software-Defined
Networking (SDN) to the lower OSI layers, recognizing that
wireless networks require traffic to be controlled differently
from wired, routed networks. Here, we make use of the
architecture’s ability to handover STAm quickly between
physical APs by programming, deleting, and reprogramming
Basic Service Set Identifiers (BSSIDs): an STAm does not
notice it is being handed over as it stays connected to the same
BSSID. In [13] this function is called Light Virtual Access
Point (LVAP). The new system model is presented in Fig. 2.
The dashed lines represent the different Shannon capacities.
The model has been proposed before in [14], where the
possible benefits were investigated by means of simulation.
Here, however, we prove the applicability of the concept by a
real and low-cost implementation.
To achieve PLS, we first consider a very simple algorithm.
Assume a wireless network that consists of N APs serving M
STAm’s, in the presence of E STAe’s. By principles of PLS,
STAm can communicate securely with an access point APn in
the presence of an eavesdropping station STAe if Cn,m>Cn,e,
where Cn,m is the capacity of the channel between APn and
STAm, and Cn,e is the Shannon capacity of the channel between
APn and STAe: Cn,i = B log2(1+Sn,i), with i = m or e, B the
bandwidth of the channel in Hz and Sn,i the Signal to
Interference plus Noise Ratio (SINR) experienced by STAi
from APn. The algorithm works as follows:

Fig. 2. Network-level PLS: handover the STAm to the APn that is too far away
for STAe to effectively eavedrop.

One idea behind the algorithm is that an STA can always
find an AP to connect to such that its channel capacity is larger
than the channel capacity of the closest eavesdropper, and thus
secrecy can in theory be achieved. This is a reasonable
assumption in large networks densely populated with APs and
STAm being not too far outside the network. In other networks
there is a non-zero chance that no AP can be found to which
an STA can connect and still be able to communicate
effectively as well as securely.
However, secrecy being achievable in theory is not
enough. Practical realization would then still require the hardto-achieve implementation of a link-layer mechanism like
described above. This is where step 2 of the algorithm comes
in: We first find APs for which Cn,e is lowest, i.e. not just lower
than Cn,m, which is hopefully so low that it falls below the
threshold for the eavesdropper to be able to decode the signal,
even without applying additional link-layer measures. Secrecy
is then realized by a simple network-level approach, and the
AP is selected which provides maximum secrecy capacity
under that condition (step 3). In case the minimum 𝐶!,# is still
so high that the signal can be decoded, it may still be so low
that the additional measures to be taken can be relatively
simple. This could, for instance, include the addition of a noise
generator somewhere at the periphery of the network.
Also note that step 2 above assumes that the location of
each eavesdropper is known, and that its channel capacity can
be measured. This is a well-known limitation of PLS, and
various solutions can be proposed and have been proposed in
the literature, which we will discuss in section VI below.
IV. PROOF OF CONCEPT
Our PoC is schematically drawn in Fig. 3. We use two TPLink ARCHER C7 AC1750 v5 APs, deployed 15 meters apart
and connected to a PC that acts as a spectrum programming
controller. The controller runs a modified version of
Floodlight Controller and hosts the AP selection application.
To make the APs programmable, we installed OpenWRT
18.06.9 on both APs, as well as a set of open-source software
packages including Click-modular-Router v2.1 [15], Odin
agent v01 [13], and OpenvSwitch v2.85 [16]. Both APs are
configured to operate on IEEE 802.11g at 20 MHz bandwidth.
We chose channel 9 as it was the least crowded channel in the
environment where the PoC was deployed. Both APs are
connected to another PC that acts as a data traffic server. For

the sake of simplicity, the control and data planes are run inband and we use a basic ethernet switch to connect the APs
and the PCs.

green arrows indicate a handover of STAm to APn,1, and the
red arrows indicate a handover to APn,2. We can observe that
handovers take place shortly after the system has detected that
one RSSIe is smaller than the other.
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We deployed two laptops using TP-Link wireless USB
Adaptors (TL-WN722N v3), one acting as a legitimate station
(STAm), and the other as an eavesdropping station (STAe).
STAe is equipped with an additional USB adaptor from the
same model that allows the laptop to monitor and capture data
traffic. The AP selection application runs on the controller and
repeatedly executes a simplified version of the algorithm
described the previous section. First, the Received Signal
Strength Indicators (RSSIs) of STAm and STAe are measured
at each AP. RSSI is used as the channel capacity indicator, as
we assume that noise and interference do not vary
significantly during the experiment. This is a reasonable
assumption because all equipment remains the same and
stationary (besides STAe) in the same environment, and a WiFi channel with minimum interference was selected. Second,
the algorithm selects the AP that has the lowest RSSIe and
guarantees a certain (configurable) minimum channel
performance for STAm. Finally, if the selected AP is not the
AP that currently serves STAm, STAm is handed over to the
selected AP using the LVAP mechanism.
We assessed the performance of our approach by
measuring the decodability of the eavesdropper. Decodability
indicates how successful STAe is at listening and capturing
data packets sent by the data traffic server to STAm. We
consider a packet to be successfully decoded when STAe
successfully captures the entire frame. Decodability De is the
number of packets ηe that can be captured successfully by
STAe as a percentage of packets ηm captured successfully by
"
STAm: 𝐷! = " ! × 100 during a time window of 2 s.
"

We generate a downlink stream of messages from the data
traffic server to the STAm at a rate of 5 packets per second.
STAe uses Wi-Fi sniffing tools to capture packets while
moving forward and backward following the red dotted line in
Fig. 3. It moves from left to right along the red line in about
50 s, returns to the left and repeats these movements 2
additional times in course of the experiment. STAm is at about
8 m from both APs. The STAe never got logically closer than
~12 m from both APs during its trajectory, with which we
mean that because of space limitations, we removed the
antenna from STAe’s adaptor and thus could get a bit closer
without gaining too much signal strength.
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Fig. 4. The signal strength (RSSI) of the legitimate STAm and eavesdropper
STAe stations at APn,1 and APn,2. Green arrows indicate a handover of STAm
to APn,1, and red arrows indicate a handover to APn,2.

Fig. 5 presents the decodability of STAe. PLS is achieved
when none of the transmitted frames can be successfully
eavesdropped, i.e. when the decodability is zero. STAm is
initially associated with APn,1, and STAe is too far from APn,1
to be able to decode a signal. STAe then moves toward APn,1
and can capture some of the messages between t = 45 s and
t = 49 s. But the controller detects the change in RSSIe and
hands STAm over to APn,2. Consequently, STAe’s decodability
drops back to zero as STAe is not in APn,2 coverage, and thus
PLS is reinstated. This happens multiple times as STAe
continues to change its position. In this experiment, PLS
cannot be achieved when a) a handover has not happened yet
because of earlier mentioned delays in the detection system
and handover algorithm, b) STAe is close enough to both APs
such that, regardless of the AP to which STAm is connected,
the STAe can decode signal. The latter is for instance the case
between t = 135 s and t = 155 s. The current algorithm only
guarantees PLS if always an AP can be found for STAm to
connect to such that RSSIe < RSSIm and preferably so low that
no intercepted messages can be decoded without additional
measures. And even if PLS is not achieved, a lower RSSIe
makes it harder anyway for STAe to capture packets. We have
uploaded a short video of our validation to YouTube [17].
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Fig. 3. Schematic diagram of the Proof of Concept
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Fig. 5. Decodability of packets received by the eavesdropper STAe. Green
arrows indicate a handover of STAm to APn,1, and red arrows indicate a
handover to APn,2.Where decodability is zero, PLS is achieved.

V. VALIDATION

Our results are not compared empirically with alternative
proposals, as such proposals do not exist. The implementation
of [9] only works when STAe’s Shannon capacity is exactly
half STAm’s Shannon capacity which only happened at
negligibly small durations of time during our experiments.

Fig. 4 illustrates the measured RSSIs for STAm and STAe
at APn,1 and APn,2. STAm is stationary, and its signal strength
is almost flat for both APs. Both RSSIe’s of STAe vary
significantly while STAe moves forward and backward. The

VI. DISCUSSION AND FUTURE WORK
It is obvious from Fig. 5 that PLS is achieved most of the
time, but not always. For instance, around t = 150 s the STAe

is close enough to both APs such that the STAe can decode
either signal. This can only be solved by extending the
network with more APs (or by adding link-layer PLS
mechanisms). We intend to investigate this further by creating
and simulating a detailed model as suggested before, i.e., of a
spatially bound network with N APs serving M STAm’s, in the
presence of E STAe’s, find the conditions when PLS can be
achieved and when not, and validate this model with more
measurements. Such a model would also allow us to
investigate the inclusion of other techniques such as multiple
antennae, power control, beamforming and network coding.
We will also migrate to a more spacious and less noisy
experimentation environment, where removal of the STAe’s
external antenna will not be needed, and where larger
networks can be deployed. The simulations and measurements
will also tell us under which conditions additional security
measures are needed (such as link-level procedures, networklevel noise generation, and light-weight encryption) and how
packet decodability may translate to symbol decodability,
which is the actual key performance indicator for PLS.
Around the actual handovers, eavesdroppers have seconds
in which they can effectively decode packets. This is likely
because of non-structural hardware, software, and
configuration issues which we should be able to solve in the
future. For instance, the delay of ~10 s between detection and
actual handover in Fig. 4 may happen because of delays in
measuring the RSSI. This finds its roots in us still having to
use the now deprecated ath9k wireless driver, which is not
well supported by modern hardware and versions of
OpenWRT. With the same spectrum programming
architecture but with older hardware, it has been shown that
handovers can be achieved within 50 ms [18]. We are
currently migrating our system to other drivers, software, and
hardware, and invite industry partners to collaborate.
Another part of the ~10 s delay is a hysteresis guard
interval of 4 s between handovers to protect system stability:
it should be avoided that handovers happen too frequently
when the choice between APs is not totally clear. This guard
interval needs further optimizing.
Another important consideration is the requirement that
the eavesdropper’s channel condition is known, and therefore
its location. This is particularly hard when the eavesdropper is
passive. For this, we will be looking at the following solutions:
•

•

Consider the physical boundaries of the network, for
instance an enterprise building or apartment block,
and distinguish insider threats from external
eavesdroppers. Then make statistical estimates for the
likely locations of the external eavesdroppers.
Investigate the use of effective eavesdropper
detection tools such as Ghostbuster [19], which make
use of the fact that even passive receivers leak RF
signals on the wireless medium, and which can be
integrated into the spectral programming architecture.

We will also be looking at cases where upstream traffic
needs to be confidential too. The relevant eavesdropper’s
Shannon capacity is then between the STAm and STAe. This
is outside the control of the spectrum programming
architecture, unless STAm is also a controlled entity. PLS can
then in theory be achieved by moving the AP closer to the
STAm. However, the STAe may still be able to decode the
signal unless other, link-level measures are being applied too.

VII. CONCLUSION
We showed that by using a network-level approach, PLS
can be achieved relatively easy: we were able to create and
validate a PoC using off-the-shelf hardware, protecting the
downlink communication of a legitimate station against a
moving eavesdropper. To our knowledge, this is the first
practical implementation of PLS in wireless networks in
existence, and we believe that it can also be replicated. The
key to this success lies in the use of the relatively novel
spectrum programming concept, which allows centralization
of the necessary measurements and controls.
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